Abstract. Faith in scientific publications is based on the reliability of scientific data, sound assessment of risk and its management and high quality of management of a research project. Different tools enable researchers to detect possible week points in their study set-up and their data, validation of methods and equipment, quality control of products and sub-products contribute to ensuring reliability. Quality management and project management can be used (and are useful) in bio-medical research.
Introduction
Research that fails to provide reliable results is worthless for scientists and citizens alike. The same can be said of a machine, instrument or method. And what about data that are lost, misclassified or impossible to find? The scientific community readily agrees that robust, reliable methods and reliable results are an absolute imperative for research and the very basis of the scientific endeavour. The need for reliability is obvious and "goes without saying"; this obviousness however can impede the implementation of specific measures to ensure reliability. In nearly thirty per cent of cases, the reason for retraction of an article is a scientific error or the inability to demonstrate the veracity of the results and that may only be the tip of the iceberg [1] . Scientists themselves are not always aware of the problem and often insufficient precautions are taken to teach the concepts and methods of validation, verification and conservation of methods, data and results. This is particularly dangerous in a research landscape ever more dependent on contracts and ever poorer in human resources and stable structures.
If citizens, funding bodies and even scientists themselves cannot have confidence in scientific results and articles, how can knowledge advance and scientific results be exploited to arrive at therapeutic, societal, political and legal decisions which may have consequences far beyond the sole domain of scientific research? Although scientific fraud and misconduct are probably rare, non-robust and irreproducible results may be more common than one might think. Systematic investigations of the reliability of methods and experiments are relatively scarce despite their being encouraged by scientific institutions and journals, because difficult to accomplish in complex fields such List of total number of contributing authors at the end. Correspondence: eva.giesen@inserm.fr as life sciences. When the issue has been specifically studied, the rates of good reproducibility have been shown to be low [2, 3] .
Confidence in the quality of a research project requires that, when the various stages of a study are repeated by other scientists at different times, the same results are obtained. Apart from making the most of research results, the purpose of publication is to make it possible for other scientists to use reliable information for further experiments in order to "contribute to therapeutic progress, improve care and prevention systems, help decision-making processes in the political arena (the precautionary principle) and industrial production" [4] . To ensure this, ability and honesty when it comes to describing their work accurately are essential attributes for scientists.
What is really meant by "robustness" and "reliability"? How to ensure these parameters? How can an ISO 9001 Quality Management system [5] help? This is the focus of this article.
Some definitions
(1) Repeatability means that measurements made by a given investigator on a given sample in the same experimental conditions (method, equipment, etc.) do not vary beyond certain pre-defined limits [6] . This is often expressed as a standard deviation. (2) An instrument, method or data point is reliable if, in a set of given conditions, no deviation is observed over time within a given time frame. Experimental data are unreliable if they drift over time even if the animal's species, weight, gender or age have been kept constant in the experiments. In identical conditions, an experiment carried out at a given moment in time ought to give the same result when it is repeated later [6] .
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Fig. 1.
Comparison of the characteristics of an instrument or method.
(3) Reproducibility means that measurements made by different investigators on a given sample in the same experimental conditions (method, equipment, etc.) do not vary beyond certain pre-defined limits. This approach is exploited in compliance with accreditation standards like ISO [7, 8] , and in round-robin tests in which the same sample is tested by different laboratories in strictly defined conditions. Inter-laboratory reproducibility is confirmed if the results do not vary beyond certain pre-defined limits. The confidence interval for the reproducibility can never be smaller than that for the repeatability. (4) An instrument or method is robust if -whatever the conditions -no deviation is observed. The more resistant an instrument or method is to variations in uncontrolled external conditions, the more robust it is [9] . It is therefore understood that robustness is an estimate that depends on the number of parameters investigated which had no effect on the instrument or its measurements. Of course, the conditions in which an instrument or method is to be used have to be established at the beginning and then specified and adhered to. 
Critical points and associated risks
For a method, for an instrument or for a process, every step does not require the same level of monitoring. For this reason, it is important to define sensitive steps (critical points) as well as methods, instruments and accessories which might entail risk.
Is not always easy and requires both analysis and expert assessment to identify exhaustively all the parameters that might affect a method, using an instrument or running a process. If many parameters are identified, they should be classified by order of importance.
Once the criticality of a method, instrument or information is identified, it is important to quantify the risk (in terms of repercussions) that would result from deviation.
Here are some examples of risks: -Having to multiply the number of experiments, samples or animals to detect statistically significant differences; with a robust, reliable method, fewer experiments will be required. -Generating an erroneous result in a medical test that will be used to decide how to treat a patient. -Taking a decision on the basis of incorrect information. -Having to retract an article because the results prove wrong or the raw data were not well recorded. -Losing a customer or collaboration because the results fail to meet the customer's requirements in terms of reliability and robustness.
Mapping of a process and modelling how it works in a flowchart help illustrate the various steps involved. Critical points can be identified on the basis of the investigator's experience together with relevant specifications obtained in the literature or information provided by a supplier, etc. Once critical points are identified, a risk analysis will be performed.
Some examples for critical points are the incubation temperature in a chemical reaction, the room temperature 
Possible risk
Preventive action (action which prevents possible problems or non-conformities to arise) Retraction of an article because of lack of documented evidence
• Scrupulously document all results with their context (i.e. all raw and processed data, working conditions, any controls or standards used, etc.) in a well-organized logbook (signed), property of the research institution/university/company. Loss of documented evidence
• Organize and record data and all pieces of evidence for a publication (patent, contract, project) in a special file with well-defined structure. Pay special attention to archiving and future accessibility of the documents. Loss of a customer (failure to meet specifications)
• Intensive and well-documented analysis of customer's needs.
Too much scatter in the results necessitating duplication of the experiment or testing of more samples/animals
• Determine and follow conditions of robustness, repeatability, reliability and statistics (also during the design of study).
Making a decision on the basis of incorrect information
• Map out the decision-making process and all the contributory data. Check the reliability of data. Drift in measurements in the course of an experiment
• Check any parameter that might cause drift. Make "control" readings.
Expiration date passed
• Monitor stocks of critical products.
in an enzyme-catalysed reaction such as reverse transcriptase, the ozone concentration and illumination conditions might affect a fluorophore, or the expiration date which rules out the use of a particular batch of product. The tolerance of deviation depends on individual requirements and has to be specified. Different pieces of laboratory equipment may be subject to different requirements and stringencies of precision, e.g. some automatic pipettes are particularly closely monitored to guarantee the reliability of their precision, whereas others might be reserved for less stringent applications: the key here is clear identification of the different classes of pipettes, e.g. by using dots of different colours. Moreover, uncontrolled variability can be reduced by specified and controlled working conditions (e.g. animal feed (depending on availability of ingredients), tissue culture media (depending on the batch of serum), biological reactions (depending on the temperature of the room).
As a rule, certain steps of an experiment or process are riskier than others. A flowchart (Fig. 2 ) helps identify critical points. A critical point is a step at which a problem might result and lead to the generation of a defective product. Table 1 shows some possible risks and suggested preventive actions.
The same approach is possible for critical equipment which needs to be monitored closely.
Critical equipment is used in all areas of experimental research. If a piece of equipment is critical, it has to be qualified [10, 11] . Qualification -to demonstrate that a device is suitable for its intended use and is being adequately maintained and calibrated -is essential before a method can be validated. It involves assessing the device's performance on the basis of a series of criteria (specificity/selectivity, accuracy, precision, and linearity, limits of detection and quantification, application interval, robustness). Qualification can be performed with reference products, standard weights etc. If reference products are not available, calibration of products, weights, etc. has to be done with the help of other available standards. The following have to be qualified (and fully documented) for a device:
-its performance with respect to the requirements of the research work (especially environmental conditions) (use of kits or reference products); -calibration details (e.g. tests: pipette calibration; constancy of the balance's intrinsic weighing error; temperature uniform between the top and bottom of a −80 • C freezer); recalibration frequency (periodic or continuous), etc. should be stipulated for every instrument; -maintenance: a logbook should be kept up to date; -usage conditions (quality control of the appropriate training of users).
Scrupulous recording is vital with respect to the conditions in which a method or device is reliable. If deviations occur, deviations and their context have to be recorded and analysed. Users have to be informed of the deviations and their possible consequences on research data.
Documentation of results covers also the conditions in which critical measurements were made (e.g. humidity measurements inside the laboratory; incubation times; centrifugation speed), equipment and materials used, reference to the computer file containing the results (e.g. storage directory and the name of the file containing a record, for example the photograph of the electrophoretic gel).
The 
Quality control
Reliability and robustness are assessed by checking measurements against plausible, validated or expected results (quality control). A quality test gives a snapshot at a time point "t" of a sample. Tests repeated over time (reliability) on diverse samples and in a range of different working conditions (robustness) make it possible to check that a device, method or data point is reliable and robust. The type of test and effort depends on the criticality of work. Table 2 gives a few examples of precautions to be taken and quality tests to be carried out as a function of risk and the necessary degree of confidence.
Quality controls require that (see Fig. 3 ):
-all conditions (parameters) that might have impact are identified; -the risk has been evaluated; -critical points in the method, use of an equipment or running of a process have been defined; -levels of reliability, repeatability and, if relevant, reproducibility are specified.
Quality control reduces the risk to obtain products that fail to fulfil the specifications.
NB: the idea of product compliant (conform) or noncompliant (non conform) in the spirit of ISO 9001 does not exclude aspects of discovery or innovative scientific research. In practice, it is a "product" of scientific research, either a material product (a synthetic substance, a breed of animal, etc.), an immaterial product (a discovery) or a combination of the two (an experimental result, a dissertation, a report, etc.) which are compliant/conform with specifications compiled by the scientists themselves: triplicate assays, experimental conditions, time-to thesis defence, etc. A non-compliant product is therefore defined on the basis of those characteristics, i.e. assays not carried out in triplicate, etc. Table 3 gives some examples of noncompliant products.
Documenting the occurrence of a non-compliant product permits to analyse later the underlying cause and to correct it. A non-compliant product has to be processed, either by accepting it as is (immediate release), rejecting it (release refused) or correcting it (release after correction). It is important to start by defining who is qualified to release a non-compliant product and who is not.
Quality control tests to check the reliability of a device, method or data point sometimes involve use of references (standards, calibrators or controls); these may be internal
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Investigating causes of poor quality data
Data are reliable, when a series of measurements, checks or comparisons, formalised and recorded, show that they do not drift over time according to tightly defined criteria (see the definition of "reliable data").
A reliable result is obtained by controlling risk in the measurement process. All aspects of measurement have to be controlled. There are various ways of identifying causes. Root cause analysis is a way of identifying the causes of a malfunction and establishing factors that have to be controlled in a given process. These factors are: materials, machines, manpower, Environment, methods, and, in some methods, management. The factors have to be questioned as shown in Figure 4 in order to identify possible risks. The same questioning scheme is used to determine the origin of a given default or non-conformity or when cause analysis has to be formalized.
Management of the different stages of a project
A research project is often carried out as in collaboration between different teams or even in a network [12] . In some cases, the research is conducted on behalf of another party. In these cases as in other circumstances, the work will benefit and risk can be reduced when the work is conducted in Project Management mode ( The steps and management conditions for both types of work share a number of features but they will be precisely pre-defined and less flexibility will be allowed in the Project Management mode. A Project Leader is appointed and a project schedule established. As seen before, the confidence in this research work will depend on each of the different steps of the project.
Thus, from the design phase on, it is essential to:
-Confirm the scientific relevance of the question being asked.
-Define the project's legal and regulatory framework, e.g. getting authorisations or rulings from the qualified agencies and/or an Ethics Committee who guarantee the project's ethical and regulatory compliance. Some journals reject publications about projects that have not been approved by the appropriate authorities. -Clearly establish needs (e.g. specifications) and methodology (notably the statistics used, sample sizes, etc.). -Identify resources and methods (e.g. machines, products and reagents) that will fulfil the requirements. Every decision should be justified (is the method known (publication) or validated (standard)? Why select one product over another? Why use a certain animal species?). Also think about the premises, e.g. storage, product conservation (products purchased and produced in house, used and unused), access. -Identify the necessary skills and qualifications. Set up complementary training programmes. -Establish a schedule for the project in the light of the above points and also the availability of personnel, machines, products and premises (think about storage, restrictions, archiving, etc.) and the possibility of replacing someone in the event of unforeseen absence or seek replacement for a defective machine. -Define critical points, associated risks (see above) and what to do in the event of the detection of a noncompliance (Action Plan). Think about risks and restrictions related to other projects: contamination of tissue cultures, confidentiality vis-à-vis competing customers, data safety, availability of premises and machines, etc. -define parameters for establishing the reliability and robustness of data: What kind of quality control?
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Insofar as a project does not just involve a single person or team but a group or a network, it is essential for the reliability of the project that design and scheduling are established by all those involved (or at least the heads of the teams involved and the beneficiary) in order to cover all requirements/restrictions/possibilities/availabilities. Project management meetings ought to be organised throughout the progress of the work and recorded.
For each partner, tests, measurements and monitoring modalities for each machine/method to be used, ought to be defined in a coordinated fashion (techniques, frequencies, sampling, repeatability and criticality); this will help establish possible risks more precisely. In any case, all critical points and parameters should be discussed at Project Meetings to ensure globally effective organisation (no loss of information).
When the project is underway, reliable, robust data are guaranteed by: -Reviewing critical points (matching them to the methods, materials and resources being used) and action plans if a risk appears. -Up-dating of work instructions: a single way of proceeding whatever the number and qualifications of investigators. All instructions should be present (training) and known (perhaps with an examination) by users. -Coordination of the qualification of equipment.
-Control of reference products and biochemical kits: characteristics fit for purpose; checking of expiration dates/validity, labelling, etc. -Each partner is responsible for compiling documents on the reliability of the methods and the recording of results. If the same methods are used by different teams or if some type of experiment is shared, "homogenization trials" for approaches and data can be done as described in inter-laboratory tests. -Any adjustment should be traced by the participating team; if the adjustment has impact on the work of other teams, all participants should be informed. All these points apply to both, the Project Team and any sub-contractor, working on the project (points presented in the service provision specifications).
When a given method or type of measurement is used by different teams, the reproducibility of results must be ensured; inter-laboratory tests may be a solution.
Other interesting information can be found in two ISO standards, in particular for testing and calibration laboratories [7] and for conformity assessment [8] .
Discussion and recommendations
If the question "Are specific measures to ensure reliability worth the truble" was easy to answer, there would be no debate about it. Nevertheless, certain favourable aspects and certain difficult points emerge from an analysis.
Difficulties which have to be overcome
The effort to improve robustness and reliability may be regarded as a restriction that could compromise individual creativity. It could also be perceived as a criticism or a need for justification of the investigator, since he/she has to agree to be transparent about the protocols used, the results obtained, mistakes committed, etc., recognize mistakes and accept judgement and criticism.
Verification, validation, metrology and a quality approach require time and effort on the part of the manager, the Project Leader and the investigators. Defining methods, means, validity parameters, compile and follow specifications, etc. are an investment which only pays in the future.
Globally, the effort for more reliability may generate additional stress to provide results, which fulfil expectations as well as the customer's and collaborator's requirements and are obtained within a deadline. Therefore the reasons and sense of the actions designed to increase robustness and reliability have to be explained and accompanied by the manager.
With better traceability, the investigators lose the possibility to "cook", or "massage" data (if ever they intended to do so) in order to produce the desired result; this may lead to a feeling of increased control and lack of freedom, but this "lack of freedom" is certainly on the desirable side.
Validation and verification clearly require time and effort and staff runs a risk of frustration if the work towards reliability is not valued. Usually, the customer/ collaborator does not ask to see validations of methods, results, tolerated variability, etc. and hierarchy does not always value validations and checks when only the number of publications counts. Moreover, the investigators' professionalism, rigour and efficacy are not readily discerned from a publication or a report.
In favour of more robustness and reliability is a very high degree of confidence
Confidence in oneself may translate into personal development and professional achievement. By virtue of rigour and validation of the used methodology and monitoring of equipment, the investigator can build on the findings for future ventures. With high confidence in his/her results, the investigator is in a position to assess the results and prove their reliability on an objective footing, thereby enhancing his/her credibility and standing with internal and external partners as well as bolstering customers' and partners' confidence. Confidence in the use of equipment and experimental methods increases recognition as an expert and demonstrates added value.
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The confidence of partners will enhance the laboratory's reputation, renown and, therefore, stability. Customers and collaborators consider word of mouth the most reliable when it comes to their confidence.
Reliable results mean savings of time, energy, and cost and provide more efficiency and safety. Harmonisation of procedures (when appropriate), data analysis and reliability of equipment help cut down the frequency of mistakes and the need for replication thereby reducing stress.
Therefore, since the scientific community, institutions, funding bodies and society as a whole require high-quality, reliable, reproducible and honest research, state-of-theart verifications and frank communication, work to ensure reliable investigations and more globally an ISO 9001-compatible quality management system are precious tools and a step forward. Consciousness that quality of research is precious is rising in the scientific community and a number of efforts, as also demonstrated by the increasing number of ISO 9001 certifications in research are under way. Hopefully, these "silent" initiatives will in the future benefit from better recognition.
Conclusion
Reliability of scientific data is of prime importance for scientific progress and trust into a research group of collaborators, funding bodies and the general public. Individual scientists, but also institutions, as recently pointed out [13] , are responsible for the quality of research. Therefore, quality management and good record keeping are promoted now by institutions. Specific measures which we recommend to use to ensure reliability are presented here. These measures are coherent with an ISO 9001 quality management system. The newly revised version (September 2015) of the ISO 9001 standard contains among other new requirements, an enforced risk management of processes. Particularly in experimental sciences the above discussed measures should be useful, since experimental sciences rely strongly on accurate measurements and problems involving reliability and reproducibility of data have been debated lately.
